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1. OVERVIEW 

This user guide highlights how to use Login.gov to access the following BTS systems: 

• FLOW Data Portal 
• SafeOCS systems 
• SafeMTS systems 

NOTE: You must also request account access from BTS for these systems. 

1.1. Multi-Factor Authentication 

A multi-factor authentication (MFA) is a security measure that requires two or more methods, or 
factors, to verify your identity when accessing information technology systems. BTS has 
updated its data systems to require MFA using Login.gov, a secure sign-in service provided by 
the U.S. General Services Administration. 

Through your single Login.gov account, you gain free, secure access to participating federal 
websites through the multiple authentication factors offered. Authentication methods include 
using a password and a one-time code sent via email, phone call, or SMS text message. Most 
websites within the U.S. Department of Transportation (USDOT), including BTS systems, 
require MFA to access certain applications. 

Learn more about Login.gov: www.login.gov/about-us. 

2. LOGGING INTO A BTS SYSTEM AS AN EXISTING USER 

1. Visit the page of the BTS system you wish to access. 
2. Select the ‘Sign in with Login.gov' button (Figure 1). Note, the location of the Login.gov 

sign-in button may vary depending on the BTS system you choose to use. 

Figure 1. Login.gov Sign-in 

Source: BTS.

http://www.login.gov/about-us
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3. Review the Warning, Pledge of Confidentiality, and Burden Statement, then check the 
box to confirm that you have read and understood the content. Select the ‘Continue’ 
button (Figure 2). 

Figure 2. Warning, Burden Statement, and Pledge of Confidentiality Pop-up 

Source: BTS. 

4. Enter the email address and password associated with the specific BTS system, then 
select ‘Submit’ (Figure 3). You should now have access to the data portal. 

Figure 3. Existing Users Sign-in Page 

Source: BTS.
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5. An alternative login method is to select the hyperlinked text ‘Sign in with your 
government employee ID’, then select the ‘Insert PIV/CAC’ button (Figure 4). Identify 
and select the correct card, input the PIN associated to that card, then select ‘OK’. 

Figure 4. PIV/CAC Sign-in Page 

Source: BTS. 

3. ACCOUNT REGISTRATION 

If you do not already have an account for the BTS system you want to use, you must request 
access directly from the respective BTS team: 

• For FLOW, email BTSDataPortal@dot.gov
• For SafeOCS, email SafeOCS@dot.gov
• For SafeMTS, email SafeMTS@dot.gov

When requesting/registering a new account, use the email address that you will input for both 
Login.gov and the BTS system. The email address must be the same. 

3.1. Registering for Login.gov 

If you do not already have a Login.gov account, you must create one before you can access a 
BTS system. Registering for a Login.gov account (at https://secure.login.gov/) is a one-time 
task. 

1. To begin, select the ‘Sign in with Login.gov’ button (Figure 1). 
2. Select the ‘Create an account' button once the Sign in window has opened. 
3. Input the same email address that you used to request BTS system access. 
4. Select your preferred language and check the box to acknowledge that you have read 

and accepted the Login.gov rules of use, then select the ‘Submit’ button (Figure 5). 

mailto:BTSDataPortal@dot.gov
mailto:SafeOCS@dot.gov
mailto:SafeMTS@dot.gov
https://secure.login.gov/
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Figure 5. Create an Account Page 

Source: BTS. 

5. Go to the email address shown on the page (Figure 6). 

Figure 6. Check Email Page 

Source: BTS. 
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6. Check your email inbox for a message from Login.gov and select the ‘Confirm email 
address’ button (Figure 7). If you don’t receive your Login.gov account confirmation 
email and can't find it in your email's spam or junk folders, visit https://login.gov/help. 

Figure 7. Confirm Email Message 

Source: BTS. 

7. Create your Login.gov password by entering one that is at least 12 characters long. 
Confirm the password, then select the ‘Continue’ button (Figure 8). To help prevent 
identity theft, please ensure that the password is different from others that you use, such 
as your bank account or email. 

Figure 8. Create a Password Page 

Source: BTS. 

https://login.gov/help
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8. Identify a secondary authentication method to keep your account secure. Check at least 
one box, then select the ‘Continue’ button (Figure 9). Follow steps as prompted. 
Consider additional methods for your account to have as backup if you lose access to 
your primary authentication method. Learn more: www.login.gov/help/get-
started/authentication-methods

Figure 9. Authentication Setup Page 

Source: BTS. 

http://www.login.gov/help/get-started/authentication-methods
http://www.login.gov/help/get-started/authentication-methods
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9. Once you have set up your authentication methods you can now access your Login.gov 
account to: 
A. Add other email addresses, manage your password, or delete your account. 
B. Choose additional authentication methods. 
C. Review which systems are connected to Login.gov. 

Learn more: www.login.gov/help/manage-your-account/overview

4. RESOURCES 

4.1. BTS Portals 

• FLOW Data Portal
• SafeOCS Portal
• SafeMTS Portal

4.2. Login.gov Links 

• About Login.gov
• Login.com Help Page
• How to Create Your Account
• Authentication Methods
• Managing Your Login.gov Account
• Login.gov Password Assistance

http://www.login.gov/help/manage-your-account/overview
https://www.c3rs.bts.gov/data-portal/login?r=/
https://safeocs.gov/newsroom.htm
https://www.c3rs.bts.gov/safemts/
https://www.login.gov/about-us/
https://www.login.gov/help
http://www.login.gov/help/get-started/create-your-account
http://www.login.gov/help/get-started/authentication-methods
http://www.login.gov/help/manage-your-account/overview
https://www.login.gov/help/trouble-signing-in/overview/



